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IT Compliance Readiness Assessment

Level 1 – Identification and Assessment of Critical IT Processes

including:

· Disaster Recovery  Effectiveness

· Secure Identity Management

· Data Retention and Archiving Effectiveness

· Data Integrity and Reliability

· Fraud Detection and Prevention
· Capabilities Maturity Model

· Configuration Management

· Security Rights
· Controls of Third Party Communications

· Project Management




Level 2 – IT Compliance Support 

§301
Review of system to handle Complaints

§302
Is there a copy of all copies, emails, voice mails in the Certification of Disclosure in Companies’ Quarterly and Annual Reports

§401
Is there a copy of all copies, emails, voice mails in the Disclosures in Periodic Reports, including Off Balance Sheet Transactions and Pro Formas

§404
Is there a tool that will allow easy documentation of the processes and allow the auditor to verify they are being followed? Control activity and risk information, data retrieval needs to be captured. Testing procedures will have to be captured and audit trails will have to be created. Is there something that allows monitoring and reporting of all processes?

§409
Cumulative items that will have a substantial effect of the financial projections of the company will have to be reported to the SEC within 48 hours

§802
Ensure financial Processing Audit Trail meet  7-year preservation requirement.

§806
Is there a system in place to allow the employee to report and maintain their anonymity

General  Are there data mining tools that will allow auditors to detect evidence of Fraud? How long does it take accounting to close the books? How many accounting systems are there? What are the interfaces? What technology is being used for forecasting, financial modeling? Is there an adequate tie in to the ERP system?

Visage can also assist in Mapping Critical IT Processes
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