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Agenda

• Housekeeping

• Description of Regulatory Environment

– Presented by Kevin Gribbon; Visage Solutions, LLC

• Technology Choices and Information Security Assuran ce

– Presented by Joel Walls; Alphanumeric Systems, Inc.

• Information Security Audit Perspectives

– Presented by George Holland, CIA, CISA; Camblin & Associates, CPA

• Balancing Business Issues, Governmental Compliance and 
Information Security at Four Oaks Bank

– Presented by Leon Hiatt; Four Oaks Bank 

• Questions & Answers

• Complete Survey



Housekeeping

• Attendees are eligible for 1 CPE

– Need to complete a brief survey at the conclusion of 
presentation

– Maintain appropriate personal records

• Please Hold Questions

– Utilize text capability in web browser



Regulatory Environment

Kevin Gribbon

Visage Solutions, LLC



Brief History Lesson

• Savings and Loan Scandal – Late 1980’s – Early 1990’s

• Late 1990’s

– Enron

– MCI / Worldcom

– Tyco

– Global Crossing

• Market Peak - March 10th, 2000

• Sarbanes-Oxley Act of 2002

• HIPAA



Some Current Events ….

• Data on 2.9 million Georgians goes missing

• TJX says 45.7 million customer records were comprom ised 

• Laptop theft exposes teachers to ID fraud risk 

• TSA – 100,000 records exposed 

• NC DOT - Security Breach Affects 25,000 Employees

• Western Carolina University - Data breach sparks con cern



Cost of Information Security Breach

• Forrester Research recently surveyed 28 
companies that had data breaches and 
estimated that such a breach will cost an 
organization between $90 and $305 per 
exposed record, depending on the public 
profile of the breach and the regulations 
that apply to the organization.



Technology Choices and Information 
Security Assurance

Joel Walls

Alphanumeric Systems, Inc.
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Technology Choices and Information Security Assuran ce

• Objective

– Overview of technology choices to ease burden of protecting 
data with tradeoffs and issues

• Real question

– How do we get our business done and still protect the 
organization and it’s clients?

• Issues

– Intrusions, denial of service, viruses, spamming, malware, data 
leakage, data theft, lost productivity, phishing

• Solutions 

– Intrusion prevention and detection, firewall, virtual private 
network (vpn), anti-virus, anti-spam, anti-malware, data leakage 
protection, data encryption, content filtering



10

Security Defense Philosophies

Security Defenses – Different Philosophies

– Complex and multilayered (defense in depth)
• Series of single function, best of breed appliances

• Difficult to manage, more labor

• No single point of failure

• Many reports but time consuming to compile

– Simple and single layer
• One unified threat management appliance

• Easy to manage, less labor

• Single point of failure

• Question of adequate reporting
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Outsourcing versus In-house

• Outsourcing

– Choice of Providers – SAS-70 Compliant

– Well defined service level agreements (SLA’s)

– Monitoring and alerting – reliable 24x7

– Reporting – Standardized

• In-house

– Choice of internal IT staff

– May be poorly defined service level agreements

– Monitoring and alerting – reliability determined by internal staff 
on call

– Customized reporting



Acceptable Use Policies

• Definition:

– A set of rules applied by network and website owners which 
restrict the ways in which the network or site may be used. 

• Update acceptable use policies regularly

• Specify computer use for business purposes

• Ban consumer based email such as Hotmail, Yahoo, an d 
Gmail

• Ban social networking and dating sites such as 
MySpace and Facebook



Advances in technology

• Secure remote access

• Content Filtering

• Proactive desktop management
– Detect any change to the operating system immediately

– Provide reports for management per desktop

– Remotely remediate

• Intrusion Prevention
– Proactive intrusion prevention, more that just detection

• Email and Instant Messaging archiving
– Automate archive function

– Easy to search for legal purposes

• Video Monitoring
– IP based

– Real time



Information Security Audit 
Perspectives

George Holland, CIA, CISA

Camblin CPA, PLLC



Assessment Effort Required

• Systems, Processes and People 

– Control Capabilities Maturity

– Complexity 

– Nature of Information Assets

– Process Change Velocity

– Available Expertise & Bandwidth

• Cooperation, Coordination, Support and Reinforcemen t

– Tone from the Top Needs to be Real and Successful 

– Integrating Security, Risk and Audit Management



Assessment Effort Required

• Effective IT Controls Can Reduce Errors/Costs

– Many Automated Security Access Controls Improve Business 
Efficiency and Effectiveness

– Organizational Survivability - Resiliency & Flexibility

– IT Security Audit Tools Facilitate Root Cause Analysis

– Important to Collect and Correlate Data from Multiple Sources

• Audit & Compliance Management 

– An automated process is important for both audit and 
compliance

– Embolden Enterprise - Confidence in a strongly protected  and 
reliable IT Operations and Information Security 

– Regular independent audits/reviews are an important deterrent 



Audit Approaches

• Approach Dimensions
– Internal Vs External Resources

– Onsite Vs Virtual Presence – Cost, Effectiveness, Technology

• Computer Assisted Audit Techniques & Tools (vendors )
– Continuous Auditing Data Extract, Sampling & Analysis (ACL)

– Password Management  (Courion), Encryption – PointSec

– IDS and Penetration Tests  (ISS, SecureSolve)

– Internet Reporting (Telemate)

– Spam/Virus/Spyware Protect(Symantec,Trendmicro)

– Automated Software Patching (MSFT Update Serv.)

– Remote Security Monitoring (LURHQ)

– Internet Site Blocking - Websense

– Audit at source (auto check readers – ex. ROC-Kit™)



Audit Approaches

• Content/Scope Areas

– General IT Computing Controls

• Physical Security 

• Logical Security  

– Application Controls

– ERP (ex.SAP/Oracle) security

– Disaster Recovery

– IT Security considerations



Audit Approaches

• I/C Framework Approaches (includes IT security 
assurance)

– AICPA SAS-70, WebTrust & SysTrust Examinations

– COSO – “Universal” But Lacks IT Specifics

– COBIT –De Facto IT Standard in North America

– ISO-17799 & ISO-27001

– ITAF (ISACA recently released – April)

– Many Others - Complicated Landscape



Avoiding Pitfalls

• Insufficient Cross Functional Expertise in Business , 
Accounting, IT

• Rapidly Changing Technologies & Threats

• Huge Landscape / Scope Creep

• Conflicting Audit Approaches, Scope & Objectives 
– Across Internal Audit, External Audit, SOX Teams, Regulators…

– Business Impact - Limited “Bandwidth”

• Internal Audit Reporting Relationships

• Threats to Independence

• Uncooperative Auditees

• Weak Business Awareness & Appreciation

• Unenlightened IT Leadership / No “Champion”



Balancing Business Issues, 
Governmental Compliance and 

Information Security at Four Oaks Bank

Leon Hiatt



Information Security Challenges

• Numerous Regulations

– Federal

– State

– SEC

– Sarbanes-Oxley

• Demanding Shareholders

• Evolving Technology

• Pervasive Technology

• Lean Staff 



Four Oaks Approach

• Theory vs. Reality

• IT Organization

• Satisfy the Auditors

• Low technology solutions



Questions



URL for CPE

http://www.empliant.com/survey/FB9E65599-0A27-FB87- 9002/


